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How to change/reset WGS 365 Password (including eMail, Teams, OneDrive, and SharePoint)

Your password needs to be changed once every 180 days and should include a minimum of 12 characters with

both symbols, alphanumeric, numbers, and special characters (3 out of 4 categories must be fulfilled).

Step 1: Select the email received (Subject: IT Information: Your password will expire in 28 days!) or click the

following link:

WGS Self-Service - Wiirth IT GmbH - ONE IT -

Step 2: Select Change WGS Password if your password is expired. (If you forgot your password, please select

Reset WGS Password. The prerequisite for this is the WSL Token)

Wiirth Global Services - Passwort Self-Service

Change WGS password /

Use "Change WGS password" if you still know your current WGS password and just want fo change it.

Reset WGS password

Use "Reset WGS password" if you forgot your current WGS password and want fo reset it. Prerequisite: WSL-Token

Please note the new password policy, valid from 04,/2023:

> The password length must be at least 12 characters (for privileged CA-/LA-accounts: 15 characters)

> Passwords must consist of upper and lower case letters, numbers and special characters (3 out of 4 categories must be fulfilled).

On this page you can also find the instruction documents to reset your WGS password.
Please select the appropriate document from the list below.

In addition, the fof] guidelines already in place still have to be followed.

If you want to publish an individual instruction document for your company, please contact: [ support@wuerth-it.com
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Step 3: Fill in your details as per the title of each field. Please note that the WN-Number should start with
WN****x*%* fo]lowed by your WGS Password.
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Change Password

Please enter your current password and verify your new

password.
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New Password

Confirm New Password

| Help |

Cancel

Step 4: Click Submit and you should receive a confirmation that the change was successfully.

IMPORTANT:
After few minutes some systems might prompt you for the new password.

Option 1: If you are within the Wiirth network (connected to LAN or WiFi) your username should be in this

format: wn** *** **@wgs.wuerth.com followed by the new WGS password you created.

Option 2: If you are outside the Wiirth network (working from home or mobile data), your user ID should be in
this format wn™******** followed by your WSL Passcode. Once logged, your WSL Token APP on you mobile

will prompt you to confirm the login to successfully login in the system.
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Policies for your WGS password

Please pay attention to the following password policies if you change your password:

Every 180 days, you will be prompted to change your password.

The last 24 passwords cannot be reused.

Passwords must be at least 12 characters long (15 characters for privileged accounts) and consist of the
categories upper- and lower-case letters, numbers as well as special characters (3 of 4 categories must be
fulfilled).

The password is checked against a password blacklist, passwords like "herbst2018" or "PW4AWGS1234"
are not allowed. Certain character strings, such as "1234", "wiirth" or "aaaa", must generally not appear in
a password, regardless of how complex the other parts of the password are.

Names, company-related designations, dates of birth, telephone numbers or similar may not be used.

The password must be at least one day old before it can be changed again.

If the password is entered incorrectly 5 times within 30 minutes, the account will be locked for 30 minutes
for security reasons.

A different password must be used for each system, application, portal, etc. used.

Info: If a password is not accepted, check compliance with the rules above. If a password is not accepted due

to the password blacklist, use a completely new password. Adherence to password policies, specifically the

password blacklist, is designed to prevent publicly known passwords, default passwords, and very weak

passwords from being used. However, the technical check provided by the rules above is not a 100% substitute

for personal responsibility for choosing a secure password
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